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Risky Behaviors
& Events, Oh My!

How Humans Impact Cybersecurity

Discover 100s of human risk behaviors and events tracked in Living
Security’s Unify platform to help you make make informed decisions
to turn your employees into a proactive line of defense.

Additional paths to choose
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Step 1:

You Want to Track

Accoun t Compromise

[ Modify behaviors that lead to enterprise account
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Step 1:

Type in the Behavior and Select Your Choice
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Search by Technology to Learn the
Integrations Needed to Track Human Risk

Step 1:
Use Dropdown to Find the Technology Vendor

Nearly 100 Behaviors
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Step 2:
Choose an Insight to Track

What’s an Insight?

Behavior(s) and/or event(s) that identify the risky or vigilant
state of a user across various security categories, including

authentication and access, data security and privacy,
device security, phishing and email, security awareness
and training, and web security.

Behavior
An individual activity that contributes to the risky or vigilant
state of a user.

A non-user or system-generated activity that contributes
context to the risky or vigilant state of a user.

A collection of related behavior(s) and/or event(s) that
contributes to the risky or vigilant state of a user.

Or search by a combination of behaviors, events,
and/or correlations

Step 3:

View
the High-level
Description, Correlation,
and Disposition

Type Insight Description Correlation Disposition

Blocked Attempted Data An Identity recently had a data transfer blocked at a rate Risky
Transfer above an expected threshold
- w Credential Privilege Escalation An Identity's privileges were recently escalated _CREDENTIAL HYGIENE
RISK

Credentials Compromised A verified Identity's credentials were compromised and CREDENTIAL EXPOSURE Vigilant
With Password Reset their password was reset
Credentials Compromised An Identity’s credentials were compromised and it is CREDENTIAL EXPOSURE Risky
With Unknown Password indeterminable whether their password was reset

IDP Suspicious Activity Step 4:

Description Disposition Category

An Identity recently exhibited suspicious

L. L X X i Risky Authentication & Access -
activity while interacting with an Identity e
Provider or Directory Ic on
Business Risk Correlation Supported Integrations the I“s. ht
I

IDP ACCOUNT HYGIENE OneLogin Microsoft Azure AD (0365) Okta

Recommended Actions Included InSights for More
’Enable Multi-Factor Authentication (MFA) B f '

\FORCE a PASSWORD RESET

Step 5

View Actionable
Next Steps to Change
Human-generated Risk

Actions

Purpose

Enable Multi-Factor Authentication
(MFA)

FORCE a PASSWORD RESET
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Search Living Security’s Complete Insight Catalog to /\
Start Implementing a Human Risk Management Approach Search Now /\

for Your Business Today!
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https://insights.livingsecurity.com/

